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Abstract: The safety levels of the flight have determined the operating standards of the UAS
which are transposed into the operating capabilities and the high levels of reliability of the
ground command and control systems / ground equipment. The ground control station (GCS) or
C3 is a subsystem of the UAS that has its own command and control technologies in flight and
communications with high speeds of data transfer over long distances. The ground control
stations (GCS) of unmanned aerial vehicles allow a single operator to handle all flight-related
tasks simultaneously with the acquisition of data from areas of interest.

The article contains an overview of the construction stages of an experimental model of the
portable ground station for the command and control of unmanned aerial vehicles on board.
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Acronyms
BNC  Bayonet Neill-Concelman Csl Command, Control, Communications,
(connector) Computers, Collaboration and Intelligence
GCS  Ground control station EASA European Union Aviation Safety Agency
FAA  Federal Aviation Administration HALE High Altitude Long Endurance
ITAR International Traffic Arms ISTAR Intelligence surveillance target acquisition
Regulations
MALE Medium Altitude Long Endurance 0s Operating system
RCA  Radio Corporation of America RC Radio Control
(connector) MCS Mission control System
RJ Registered Jack (connector) NCW Network Centric Warfare
NDAA National Defence Authorization Act NVG Night Vision Google
UCAV Unmanned combat aerial vehicles WLAN  Wireless local area network
1. INTRODUCTION
1.1.0verview

The intensive use of UAS technologies in various military and civilian fields has
raised the level of complexity of (ground) command and control equipment on hardware
and software components.
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Flight safety levels have determined UAS operating standards that translate into
operational capabilities and high levels of reliability of GCS/ equipment, depending on
the complexity of the air system from a simple phone or smart tablet PC, for the operation
of commercial UAVs up to the control systems (mobile or fixed) of the HALE/MALE/
UCAV UAS.

The ground control station (GCS) or C3 is a subsystem of the UAS that has its own
command and control technologies in flight and communications with high speeds of data
transfer over long distances [1, 2]. The C3 infrastructure involves complex capabilities,
such as: human-machine interface, C3 multivector, voice control, operation of mission
sensors (eg in ISTAR concept). These capabilities allow operators to control air carriers
for the safe and efficient conduct of flight operations through: planning, logistics
functions, personnel and technical procedures [2, 3].

According to the references [4, 5] we have a series of categories and constructive
examples regarding the ground control stations (see Fig. 1.1) that serve the unmanned
aerial systems on board, such as: tablet PC, laptop, and fixed GCS.

FIG. 1.1 Ground control system (at the ground). (a.laptop, b. GCS portable, c.GCS virtual cockpit), [4, 5]

1.2. GCS risk analysis

The design and development of a ground control station must follow all the specific
stages of the systems engineering process. The initiation of a risk analysis is based
primarily on the identification of operational, functional and performance requirements
(table 1.1).

Table. 1.1 Requirements list

Operational Hardware and software Performance
e operating environment conditions (eg. day/ e integrating COTS e Time operation
night; radio interferences; electromagnetic equipment and/ or custom e Size and
restrictions) technologies (eg. open system | dimensions
e use conditions (eg. ergonomics; vibration/ architecture) e Easy to operate
shocks; mobile/ stationary/ shipboard; e Modularity and e Setup time
transportability) interoperability (eg. o Reliability
e technical operating requirements (eg. operating | computing solution) e Serviceability
system; joysticks; switches and buttons; display) | e redundancy items (eg.
e security requirements (eg. cyber-attacks power supply)
protection)
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In order to finalize the technical solution, the identification of the requirements
categories is completed with system analysis and control. This stage balances
requirements, costs and risks in a top-down, iterative and recursive manner. Adopting the
technical solution also involves the analysis of risks that are associated with software,
hardware and communications elements.

The operating system and the software applications are susceptible to cyber-attacks.
Once it takes control of the operating system, it also translates into control over hardware
resources [8]. As a central node, the intentional or natural risks associated with the
communications field should not be ignored. The main risks and solutions identified for
their mitigation are represented in table 1.2.

Table. 1.2 GCS risks register

Domain Risks Mitigation solutions

Software — disrupt the service — updated software

— loss control — antivirus software

— loss data — network firewall
Hardware — disrupt the service — testing in-house

— malfunction — redundant architecture

— reduce performance — standard protocols
Communication — disrupt the service — control access

— loss control — resource management

— loss data — encryption common

1.3.Criteria for the construction of command and control stations (GCS)

The design, construction and use of GCS are based on critical criteria, such as
regulations and standards for design, construction (technology, materials) and operating
(performance, C2, human resources), [16]. The construction of the GCS starts from the
compliance of the civil and/or military aeronautical regulations (updated and consolidated
variants), regulations valid for the international area where the GCS equipment will be
used, [17, 18, 19].

The design concept of the GCS can determine both the functional performance of the
final model and the capabilities of the controlled units (UAVSs), therefore the following
aspects must be considered from the design phase [20]:

a. the environment and operating conditions that may affect the reliability of GCS,
day / night / NVG operation or radio interference;

b. the duration of the flight operations/missions involves the performance of the
accumulators / energy sources and the GCS ergonomics (shape/ dimensions, weight);

c. on screen display requirements (monitor size) involving values of image data
processing performance or operation under natural solar lighting conditions;

d. the number and type of switches and IT peripherals, they influence the performance
of the operator and the security of the flight operations;

e. setting time, it has an impact on the results of flight missions, integrated software
solutions are recommended;

f. operating systems, it is recommended to use fully functional OS that reduces
operator stress and advanced and efficient control of the GCS unit;

g. maintenance level, refers to the options regarding spare parts/ IT products for
maintenance;

h. compliance aspects, designs, manufacturers/ integrators and GCS users are required
to meet compliance requirements by areas of competence (NDAA standard, ITAR [21],
UAV-GCS operator licensing regulations / standards), [17, 18, 19];

131



Considerations about Construction of UAV Ground Control Stations

I. the security level of the GCS platform, involves the issue of hijacking, blocking,
GCS availability, encryption / data loss, cyber security policies;

J. software integration, involves the level of assignment of the firmware interface with
the GCS equipment (GCS specific integration, input device integration protocols, input
hardware modules, communications modules / USB/ COM).

1.4. Research and development directions

The research-development and operation directions of the GCS are focused on both
manufacturing technologies and operationalization in civilian and military activities.

According to the references [11, 12, and 13], GCS technologies already incorporate
some robotic functions based on artificial intelligence (Al) and machine learning (neural
network).

FIG. 1.2 Pipistrel eVTOL cargo, [14] FIG. 1.3 VTOL cargo drone, [15]

The preoccupation of researchers and specialists in the field of civil uses have been
oriented for several years towards the field of transport (UAS cargo), see Fig. 1.2 /1.3 and
integrated uses for the acquisition of data on atmospheric and environmental monitoring,
[14, 15].

Military uses are primarily focused on Network Centric Warfare (NCW) approaches,
which involve swarm coordination of UASs through the possible use of wireless local
area networks (WLANs) based on WLAN hubs and two-way broadband. of satellite
communications [9]. The command and control functions available on GCSs can be
developed up to C3I or C6ISR [10].

International research focuses on GCSs that can use three-dimensional maps for 3D
transposition of operational situations and smart peripherals for real-time data and
command input (from flight stick / switch to verbal and gesture commands), [26 , 27].

2. EXPERIMENTAL MODEL OF GROUND CONTROL STATION

2.1. GCS operation

The ground control station (GCS) of unmanned aerial vehicles allows a single
operator to handle all flight-related tasks simultaneously with the acquisition of data. The
developed GCS is based on 3 interconnected hardware platforms (two tablets and a laptop
PC) being integrated in a shock and water resistant transport box [25], see Fig. 2.1. The
control station offers a standard autonomy of 3 hours in terms of portability and
modularity depending on the type of mission.

FIG. 2.1 GCS, computer layout and startup panel and connections.
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2.2. Technical data and performances
The most significant data on construction and operating performance are shown in

Table 2.1. The ground control station consists of structural and transport elements,
hardware, software tools and data connections, as follows:

Tabel 2.1. GCS technical data and performances

Parameter Value Parameter Value
Dimensions 820x540x510 mm Autonomy 3h
Mass 10 kg Software system Android / Windows
Connectivity USB, RJ, Ethernet, RCA, Software management Mission planner / Qground
BNC control

a. structural and transport elements: sealed box and panels for the arrangement and
fixing of control elements and connections, see Fig. 2.2, [25];

FIG. 2.2 Sealed box, [25]

Table 2.2 Technical data and performances - Tablet Samsung Tab S5e, [22]

DISPLAY MEMORY / STORAGE
Parameter Value Parameter Value
Display 10.5 inch RAM 4 Gb
Resolution 2560x1600 Internal / external memory | 64 /512 Gb microSD
CONECTIVITY SENZORS
Wired microUSB Video 13/8 MPx
Wireless / Bluetooth 802.11/5.0 GPS/gyroscope/accelerometer yes/ yes/ yes
BATTERY DIMENSIONS / MASS
Capacity 7040 mAh Dimensions 245x160x5,5 mm
Type Lilon Mass 400 g

b. connected hardware: two Samsung Tab Sb5e tablets (Table 2.2) with Android
operating system [22, 23], Fig. 2.3; an HP Probook 450 G6 laptop companion computer
with Windows 10 operating system (Fig. 2.4. and Table 2.3); control panel and in / out

panel;

FIG. 2.3 Samsung Tab S5e, [22]
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c. data connections: radio control system on the 3D trajectory (2.4 GHz), telemetry
data transmission system (data link telemetry, 433 MHz), graphic data transmission
system (image / video), storage system and data transmission from environmental
sensors, see Fig. 2.5.

Data transmission can import / export specific signal both physically via USB, RCA,
Ethernet, video and radio signal via Wi-Fi / Bluetooth standard via the two tablets and the
laptop.

Table 2.3. Technical data and performances - laptop HP Probook 450 G6 [24
DISPLAY CPU
Parameter Value Parameter Value
Display 15.6 inch Tipe / model / cores Intel i5/8265U / 4
Resolution 1920x1080 Nominal /turbo frequency 1,6/3,9 GHz
MEMORY / STORAGE VIDEO
RAM / Frequency 8 Gb /2400 MHz Tipe nVidia Gforce MX
130
HDD type / storage SSD 256 Gb Memory 2048 Gb
CONECTIVITY GEOMETRIE / MASA
USB /HDMI/RJ/ Yes/ yes / yes / yes Geometry 364.9 x 19 x 256.9
Audio mm
Wireless / bluethooth 802.11/5.0 Mass 2 kg

Starting from the GCS concept from Fig. 2.5 we have the functional UAS architecture
from Fig. 2.6.

I

| Receptor FPV / telemetrie

I Tableta 1 ‘ I Tableta 2

Autopilot

Panou conexiuni o
i
Remote PC
Semnal video Semnal telemetrie E R( Alimentare ‘ Contral operator

FIG. 2.5 Data and power diagram FIG. 2.6 UAS architecture, V-tail plane

Modules and connection diagram. The UAS architecture contains the two functional
entities: the air vector (UAV) and the ground control station (GCS).

Air vectors (drone 1 and drone 2). It transmits telemetry (ex 433/915 MHz) and video
(ex 5.8 GHz) data on flight and navigation performance. Receives RC routing signal for
trajectory maneuvering from the RC transmitter (which can be integrated into GCS or
standalone), frequencies used 2.4 GHz.

RC transmitter. Transmits the signal on the trajectory (optional depending on the
degree of level equipment, receives telemetry data on the operation of air vectors).

FPV-GCS module. It receives telemetry and imaging data from aerial vectors (RCA
port) and transmits it to display devices (companion laptop / tablet monitor) using the
graphical interface of the Qground control software tool (USB port).
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Laptop companion (PC operator). It offers the operator GCS (Qground Control), a
series of facilities regarding the calibration, operation and simulation of the UAV flight. It
receives image and telemetry data (USB port) on the mission management user interface.

Tablet PC. These provide the operator with visual data by navigation sensors (eg.
navigation camera) and / or mission-specific sensors (FLIR / NIR camera, atmospheric
sensors) via the microUSB port.

GCS management module. It consists of the connection and control panel that offers
connection and management functions of the component electronic devices (receiver
modules, laptop companion, tablets PC). This module also provides energy management
with overvoltage protection to all GCS consumers.

3. ASPECTS REGARDING THE CONSTRUCTION OF THE GCS
EXPERIMENTAL MODEL

The constructive stages of the experimental model are: establishing the GCS operating
requirements (pre-design), design (in detail), manufacturing the structure and spare parts,
bench running tests of the component systems, assembling and equipping the GCS,
operating tests in real conditions of use, see Fig. 3.1.

Operating N R -
i Functional Assembly Tests in real
y IDhesi s 4 i 3
Ifq;ﬂi:. rl‘nﬂ.u - sigm 4.{ Mannfactming | tests - equipment — conditions
Masxions

FIG. 3.1 Stage of GCS

a. starting from the selected concept [6], the requirements / missions of GCS
determine the management of data connections from the air vector and the surface vector.
Requirements for the implementation of the GCS are determined by design, operational
and technological limitations see Fig. 3.2, [7].
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FIG. 3.2 GCS implementation management stage, [7]
b.GCS design is limited by the concept of low cost and portability, see Fig. 3.3. CAD

tools (Solidworks, Autocad) were used for the design stage for geometric and functional
aspects.
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c. GCS manufacturing/realization is performed with the help of CAD / CAM
technologies (3D and CNC printing), see Fig. 3.4;

d. the functional tests considered the verification of the functionality for connections
and of the equipment.

FIG. 3.3 Aspects regarding of the GCS main panel  FIG. 3.4 Realization of the upper signaling panel
(design image) through CNC technology

e. assembly and equipment of the GCS, considered the portability conditions without
affecting the operating performance (anti-vibration/anti-shock mounts), see Fig. 3.5;

f. the tests in real operating conditions were performed in normal weather conditions
(without precipitation) during the day with temperature values in the range of 10°C-22°C,
and included a series of aspects, the most relevant being: the preparation operations/
completion of missions; operation / acquisition of data within the mission;

(b)

(©)

FIG. 3.5 GCS equipment, a. lower panels, b. upper panels, c. Power management panel.

CONCLUSIONS

The design, construction, testing and operation of unmanned aerial systems (GCS-
UAS) involve a number of limitations that govern the life cycle of specialized technical
systems. The GCS design provides an optimized approach to information on both the
operating environment and data on the behavior of aerial vectors connected to the GCS,
an optimized approach that determines the speed and accuracy of the operator by
reducing cognitive load per unit time.
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The paper exposed in the first part aspects regarding the theoretical considerations for
the low cost design of a GCS-UAS and in the second part the concrete constructive stages
are revealed, starting from the structure to the radio electronic equipment.

Future activities include the development of the Mission Control System (MCS)
together with the Payload Control System (PCS) and the Communication System (CS).
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